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1. Introduction
1.1. Executive Summary
This Privacy Impact Assessment (“PIA”) is being conducted on behalf of the City of Cambridge,
on the current surveillance camera program within the municipality.
In the course of the assessment, 11 risks were noted. The risks, as described throughout the PIA
and in detail in section 7, are as follows:
Risk #

Description

1

It is unknown as to whether the Policies Governing the Use Of Video Surveillance Equipment in
City Of Cambridge Workplaces document has been reviewed or updated since 2004.
It is unknown as to whether the Control Documents for each City Facility are reviewed every
two years as stated in the Policies Governing the Use Of Video Surveillance Equipment in City Of
Cambridge Workplaces document.
There is missing information on the systems used and the technical capabilities for a number of
the City Facilities.
The City does not currently have an Individual Access Policy/Procedure or an Employee
Acceptable Use Policy which governs the PI under its custody or control.
There is a risk that the City is offside section 28(2) of MFIPPA, as there is limited information
available on how and why the decision to implement surveillance cameras was made.
The Alliance Agreement (section 5.2 of this PIA) expired on June 30, 2020.

2
3
4
5
6
7
8
9

10
11

It is unknown if the City has entered into other Agreements for the purchasing, use,
maintenance or other considerations related to camera surveillance.
There are currently no staff confidentiality agreements or pledge of confidentiality signed by
City employees.
The City’s current Privacy Policy does not include the following information:
• Individual’s right to make a complaint
• Contact information for the Privacy Officer
• How to make a complaint to the Privacy Officer
• Contact information for the IPC
There is no standard policy governing the use of the camera movement capabilities. This,
coupled with the incomplete information surrounding the technical capabilities of the cameras
presents a risk of over-collection of PI.
City’s Privacy Policy is not posted on the website nor is the contact information for the Privacy
Officer (City Clerk) easily accessible.

1.2. Background
In 2017, Cambridge City Council approved Phase 1 of the Security Camera project to “enhance a
positive and safe environment for the Downtown Cambridge Core Area” 1. The project was
completed in 2018.

1

Policies – Video Surveillance System Document, Report 18-021 OCM.
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In addition to the cameras installed in the Downtown Core Area (“Downtown Core Area
cameras”), there are multiple stand-alone surveillance systems throughout Cambridge, located
in City-run facilities, buildings, and areas (“City Facilities Cameras”). A list and descriptions of
these camera surveillance systems can be found in section 3.1 of this document.
Downtown Core Area Cameras
The Downtown Core Area cameras were installed and operationalized by 2018, and are
governed under the City’s Surveillance Cameras in the Downtown Core Areas Policy. As
determined by Cambridge City Council in conjunction with the local police force (Waterloo
Regional Police) and public consultations, surveillance cameras were installed in the Downtown
Core Area where there was a higher perceived risk of crime. The stated objectives of these
surveillance systems are to ensure the safety of residents and visitors, deter unsafe activities,
and deter loitering on municipal streets and around public buildings.
Prior and in conjunction to the installation of these cameras, the City created the Ambassador
program as a less intrusive strategy against public safety concerns. The Ambassador program is
staffed by volunteers from the community who “walk through the three core areas of Galt,
Preston and Hespeler to provide maintenance, ambassador and beautification services.” 2
Ambassador services include “requesting voluntary compliance with City ordinances” 3.
Additionally, the City installed LED street lights with directed lights on certain streets and have
partnered with police to ensure there are bike and foot patrols throughout the Downtown Core
Area.
The City reported limited success with these less intrusive strategies, and were advised by
police that they were not as effective as camera surveillance.
City Facilities Cameras
The history and initiation dates for the City Facilities Cameras are unknown as each system is
managed by the specific facility, leading to a gap in record keeping and institutional knowledge.
This will be disused in further detail in section 5.1.
There is a Policies Governing the Use Of Video Surveillance Equipment in City Of Cambridge
Workplaces (“Video Surveillance Policy”) document, drafted in 2004, which provides some
guidelines on the governance of surveillance camera systems within City Facilities. It is relevant
to note that this Policy has not been updated since 2004, and it is unknown as to whether it has
been reviewed since its creation or is still in effect. This has been logged as risk 1 in section 7.
For both the City Facilities and the Downtown Core Area Cameras, the City of Cambridge is
responsible for the camera surveillance systems and maintains custody and control of video
recordings. The collection of personal information through video surveillance is governed under
the Municipal Freedom of Information and Protection of Privacy Act (“MFIPPA”).

2
3

Ambassador Program - City of Cambridge
Ambassador Program - City of Cambridge
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1.3. PIA Scope
This PIA covers the City’s use of camera surveillance on its citizens, and the collection, use,
disclose, and access to camera recordings and live streams for the Downtown Core Area and
City Facilities.
Out of Scope:

A review of the technical security aspects for the camera systems are out of scope for this PIA
as is the Ambassador program.

2. Business Process
2.1. Target Description Overview (Program/System Overview)
As described above in section 1.2, there are a number of distinct camera systems within the
City of Cambridge.
Downtown Core Area Cameras
The Downtown Core Area cameras are governed under the City’s Surveillance Cameras in the
Downtown Core Areas Policy.
The Downtown Core Area cameras are owned and operated by the city, and are comprised of
two distinct systems, the recordings for which are both stored on the city servers located in City
Hall. Per the Surveillance Cameras in the Downtown Core Areas Policy recordings are kept for 30
days if no access request has been made for the recordings. In cases where an access request
has been made by either an individual or police, the recordings will be retained for a year or
longer as appropriate.
City Facilities Cameras
Each of the camera systems operating at a City Facility is managed by that specific facility and
the associated Control Document. These Control Documents are unique to each facility,
however, they use a common template.
Regarding the Control Documents, the Video Surveillance Policy states:
“Whenever the installation of video surveillance equipment is being considered within
the City of Cambridge’s offices or in any other municipal workplace the head of the
department considering the installation or staff members to whom the department
head has delegated authority will prepare, in conjunction with the city’s Freedom of
Information co-ordinator, a comprehensive written control document for the operation
of that particular system. At a minimum this control document will contain all the
information outlined in the procedures prepared in conjunction with this policy.” 4
The Video Surveillance Policy goes on to state that the control document for each surveillance
camera installation shall be reviewed and updated at least every two years by an audit team
that will include the city’s Freedom of Information coordinator. It is unknown as to whether
4

Policy Governing the Use of Video Surveillance Equipment in City of Cambridge Workplaces.
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these audits have been regularly conducted for each of the Control Documents (as listed in
section 3.1). This has been logged as risk 2 in section 7.
As per the Control Documents, recordings are kept for 14 to 30 days (depending on the City
Facility) if no access request has been made for the recordings. In cases where an access
request has been made by either an individual or police, the recordings will be retained for a
year or longer as appropriate.
The City Facilities maintain and store any recordings on servers located at their facility and are
responsible for the administrative and physical privacy and security considerations. This will be
discussed in greater detail below.
The business process is depicted below:
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2.2. Stakeholders
The following are the key stakeholders for the City of Cambridge surveillance camera program.
Stakeholder
The City of
Cambridge

Individuals and
Cambridge
Businesses
Waterloo Regional
Police

Description
As will be discussed in detail in section 5.1, per section 11 of the
Municipal Act the City may provide any service or thing that the
municipality considers necessary or desirable for the public. The City,
in conjunction with police and the public advisory committee have
determined a need for cameras. The City owns and operates all the
camera systems on City property.
Individuals and local businesses are key stakeholders in the
surveillance camera program. Public consultations held prior to the
installation of the Downtown Core camera.
It was reported that the Waterloo Regional Police strongly advocated
for the presence of cameras.
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3. System Description
3.1. Camera Locations
There are surveillance Cameras located throughout the City. The known camera systems and locations are detailed in the chart
below. It is also relevant to note that:

•
•
•

“Live monitoring” refers to the live (real time) camera feed being available on a monitor, though does not necessarily imply
that there is a designated employee with the sole responsibility of monitoring the cameras.
All location Control Documents state that a Notice of collection will be posted to make individuals aware that there is
camera surveillance in the area. The notice will be discussed in detail below.
All access logs (access to recorded footage) are maintained at the facility level, and are maintained on paper.
Control Documents for “Parks Office Building / Maintenance Shop “and the “William E. Pautler Centre” could not be located.
Policy
# of
cameras

Location

Allen Reuter
Centre
507 King St E

BeverlyWellington
Street Parking
Lot

6

17

ARC Control
Document

Beverly Lot
Control
Document

Live
monitoring

•

Yes

Yes

Camera move/zoom

Record Time

Recording Retention

System

No

The cameras
operate during
regular business
hours.

Recordings will be overwritten
every 14 days (the system has
a 14 day memory loop).

Langs

The view on these monitors
can be controlled and
selected by security
personnel.
Security personnel can
control the zoom by means
of a joystick or a mouse

Not expressly
stated in the CD,
however it is
reasonable to
assume the
recording is
ongoing.

ARC CD silent on accessed
footage.
Recorded data will be retained
for 30 days.
Accessed footage will be
retained no less than one (1)
year.

Symphon
y
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located at the security
station and in the office of
the Buildings Operations
Officer.

Cambridge
Downtown
Core Area

Cambridge
Youth Soccer
Centre
745 Fountain
St N

10

Civic Square

33

Surveillance
Cameras in
the
Downtown
Core Area
Policy

Yes

The cameras can also be
controlled using a web-based
application through
password-controlled access
by the Corporate Property
Manager and by Manager of
Technology Services Support.
No.

Youth
Soccer
Center
Control
Document

No

No

Civic Square
Control
Document

Yes.

Cameras will
record activity in
the public areas for
24 hours a day, 7
days a week.

Ongoing. Recording
activated via
motion sensor.

Security personnel can
Ongoing
control the pan/swivel/tilt
cameras by means of a
joystick or a mouse located at
the security station and in

In cases where the
surveillance system records
activities have been accessed
the appropriate section of the
recording will be copied to
suitable media and stored in a
separate secure location for a
period of no less than one (1)
year or a longer appropriate
length of time
Recorded data will be retained
for approx. 14 days.
Accessed footage will be
retained no less than one (1)
year.
Recorded data will be retained
for 30 days or until storage
capacity is reached.

Gentec

Unknown

Symphon
y
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the office of the Building
Operations Officer.

David
Durward
Centre

4

Duncan
McIntosh
Arena
200
Christopher
Dr

16

George
Hancock Pool
115
Glenmorris St

1

David
Durward
Control
Document

Yes

Duncan
McIntosh
Arena
Control
Document
Control
Document

The pan/swivel/tilt cameras
can be controlled using a
web-based application
through password-controlled
access by the Corporate
Property Manager and by
Manager of Technology
Services Support
No

No

Yes

No

Accessed footage will be
retained no less than one (1)
year.

Not expressly
stated in the CD,
however it is
reasonable to
assume the
recording is
ongoing.
Ongoing. Recording
activated via
motion sensor.

Ongoing. Recording
activated via
motion sensor.

Recorded data will be retained
for approx. 14 days.

Honeywe
ll

The CD is silent on accessed
footage.
Recorded data will be retained
for 2 weeks or until storage
capacity is reached.
Accessed footage will be
retained no less than one (1)
year.
Recorded data will be retained
for 1 week or until storage
capacity is reached.
Accessed footage will be
retained no less than one (1)
year.

Unknown

Unknown

Report 21-176 (CRS)

Hespeler
Memorial
Arena
640 Ellis Rd W

16

John Dolson
Centre
212 South St

11

Mount View
Cemetery
80 Blenheim
Rd

3

Parklawn
Cemetery
750 Fountan
St. N

2

Parks Office
8
Building /
Maintenance
Shop
247 Elgin St. N
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Hespeler
Area
Control
Document

Yes

John Dolson
Control
Document

Yes

Mountainvi
ew
Cemetery
Control
Document

No

Parklawn
Cemetery
Office/Chap
el Control
Document

No

None
located

Unkn
own

No

No

No

No

Unknown
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Ongoing.

Recorded data will be retained
for 2 weeks or until storage
capacity is reached.

Ongoing. Recording
activated via
motion sensor.

Accessed footage will be
retained no less than one (1)
year.
Recorded data will be retained
for 1 week or until storage
capacity is reached.

Ongoing. Recording
activated via
motion sensor.

Accessed footage will be
retained no less than one (1)
year.
Recorded data will be retained
for 1 week or until storage
capacity is reached.

Ongoing. Recording
activated via
motion sensor.

Accessed footage will be
retained no less than one (1)
year.
Recorded data will be retained
for 1 week or until storage
capacity is reached.

Unknown

Accessed footage will be
retained no less than one (1)
year.
Unknown

Unknown

Unknown

Unknown

Unknown

Unknown
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The Kinsmen
Soper Park
Pool
41 Marion
Way

1

W.G. Johnson
Centre / Ted
Wake Lounge
31 Kribs St

10

William E.
Pautler
Centre
1145
Concession
Rd

4
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Kinsmen
Soper Park
Pool Control
Document

Yes
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Center
Control
Document

Yes

None
located

Unkn
own

No

No

Unknown
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Ongoing. Recording
activated via
motion sensor.

Ongoing.

Unknown

Recorded data will be retained
for 1 week or until storage
capacity is reached.
Accessed footage will be
retained no less than one (1)
year.
Recorded data will be retained
for 1 week or until storage
capacity is reached.
Accessed footage will be
retained no less than one (1)
year.
Unknown

Unknown

Unknown

Unknown
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There are a number of unknowns relating to the City Facilities cameras. For 11 of the facilities,
the type of camera system used is not known or is not documented, and for 3 of the facilities
the technical capabilities of the camera to move is unknown. This presents a risk to the City, as
there is missing information related to the technical capacity of the systems (e.g., zoom
capability), the security considerations, and contractual agreement that the City may have with
the vendor(s). This limits the opportunity for a fulsome privacy review. This lack of information
has been logged as risk 3 in section 7.

4. Information Management
4.1. System Access Controls
Downtown Core Area Cameras
The Downtown Core Area is covered under two different surveillance systems: Symphony and
Gentec. Both systems are maintained on the City servers located in a secure section of City Hall.
Access to these systems is restricted to authorized personnel.
Under the Surveillance Cameras in the Downtown Core Areas Policy access to the recordings is
restricted to:
•
•
•
•

The Director of Economic Development,
The Manager of Technology and Support Services,
The Freedom of Information Coordinator or designate, and
The Corporate Property Manager.

Under the Policy, the viewing of recordings is “only permitted for purposes compatible with the
original purpose for the installation of the surveillance system. Approved viewing of the
recorded information must be conducted in private and in the presence of authorized persons
only”. All instances in which footage is accessed or viewed must be recorded in the access log
(as described in the section below).
Technically, access to the surveillance systems (including recorded footage) is controlled via
unique log-in credentials for each user. Login credentials for the system are assigned by the
City’s facilities department and required managerial approval.
City Facility Camera
The remaining cameras are stand-alone systems which are not stored on the servers at City
Hall. In these instances, the surveillance systems and recordings are managed at the facility
level and under the Control Document specific to that facility. There is common language used
throughout the Control Documents, including the section related to the access to recordings.
The Control Documents list those who are permitted to access recordings. This list varies by
facility however, each Document lists the following:
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Senior management personnel for the facility (e.g., the president or vice president of
the Cambridge Youth Soccer Association or the Director of Arenas);
Commissioner of Community Services Department or relevant departmental supervisory
staff;
Senior City Management or senior Human Resources, or
Waterloo Regional Police when conducting an investigation.

Given the various different systems used trough out the City, there is no standard
understanding on how login credentials for access to the systems are authenticated and
created. Though the Control Documents detail the roles which are permitted to have access to
camera recordings there is no standard written policy or procedure.
The lack of standardization in access to recordings presents a risk to the City. In its current state
each facility maintains their own Control Document and, while they use common language
across the different locations, there is room for customization which may put the facility offside
in regards to legislation or best practice. The lack of a standard policy may also create confusion
amongst City employees and individuals or police making a request for access to footage.
The City does not currently have an Access Policy or Acceptable Use Policy which governs the PI
under their custody or control. It is recommended that the City enact a standard Surveillance
Camera policy, which includes a discussion on how the system and recordings are accessed.
The above has been logged as risk 4 section 7 of this document.
4.2. Logging and Auditing
In accordance with the Surveillance Cameras in the Downtown Core Areas Policy, logs are
required to be kept on all access to surveillance camera recordings. The logs must include the
following information:
•
•
•

The date of access;
The person accessing the recording, and
The reason for accessing the recording.

In the event that recorded footage must be released in relation to a subpoena, search warrant,
summons or other order of the courts or a quasi-judicial tribunal, a digital copy of the original
recording will be provided. All access, disclosure, and copies of surveillance footage must also
be entered into the log.
The Surveillance Cameras in the Downtown Core Areas Policy, does not apply to all surveillance
cameras in the City. Each City facility has their own control document which outlines logging
requirements. The language is largely standardized throughout the various City facilities, and
reads:
7.1 A log will be kept to record access to the recorded information. An entry will be made
each time the recorded information is consulted or copied. The log entry will note the
person(s) accessing the recorded information and the reason for access.
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7.2 Recorded information must be released if the information is subject to a subpoena,
search warrant, summons or other order of the courts or a quasi-judicial tribunal. In these
cases, a digital copy of the information on the recording system’s hard drive will be
provided. A second copy will be made for use by city staff or agents involved in the
investigation. All actions taken in response to a subpoena etc. including the information
that a copy was made will be entered into the log. A copy of the log entry will be filed with
this document.
The Facility Camera systems are each governed under their location Control Document (as
outlined above). Though each Control Document is different, each has a section titled “Logs” in
which the process and expectations are defined. The log section states:
A log will be kept to record access to the recordings. An entry will be made each time
the recordings are consulted or any a copy is made of any part of them. The log entry
will note the person(s) accessing the recordings and the reason for access.
For the surveillance systems within both the City Facilities and the Downtown Core Area, the
logs are not maintained electronically and there is no known electronic access log functionality.
Though the City meets the legal base requirement for logging, the lack of electronic logging
could affect the accuracy in which access to the footage is recorded. Though there is no
legislative risk associated with the paper log, it is still recommended that the City further review
the functionality of the surveillance systems to ascertain if a standard system and electronic
access logs are feasible.
In the absence of an electronic access log, it is recommended that the City create and use a
standard paper user access log template across all facilities, and include access logging within a
standardized camera policy.

5. Privacy Analysis
5.1. Provincial Statutes
Municipal Freedom of Information and Protection of Privacy Act (“MFIPPA”)
As a Municipality located on Ontario, the City of Cambridge is subject under MFIPPA in relation
to the collection, use, disclosure, and right of access of Personal Information (“PI”). Under
section 2(1) of the Act”
“institution” means,
(a) a municipality,
Under the surveillance camera program, the City will collect, use, and disclose the PI of
identifiable individuals. PI is defined in section 2 of the Act as “recorded information about an
identifiable individual”, which would include information relating to “race, national or ethnic
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origin, colour, religion, age, sex, sexual orientation or marital or family status of the individual”.
These data elements could reasonably be collected via the cameras.
For further certainty, the Act’s definition of a “record” includes “a film, a microfilm, a sound
recording, a videotape”.
Pursuant to section 28(2) of MFIPPA:
No person shall collect personal information on behalf of an institution unless the
collection is expressly authorized by statute, used for the purposes of law enforcement
or necessary to the proper administration of a lawfully authorized activity.
Pursuant to section 28(2) as the cameras must be 1) lawfully authorized activity and 2)
necessary for proper administration of the City.
Lawfully Authorized
The lawful authorization stems from section 11 of the Municipal Act (“MA”) which states that:
A lower-tier municipality and an upper-tier municipality may provide any service or thing
that the municipality considers necessary or desirable for the public, subject to the rules set
out in subsection (4).
The City’s lawfully authorized activity is the operation of the City, which includes maintaining
the safety and security of municipal facilities (e.g.; parking lots, streets, recreation facilities,
cemeteries, and trails) which can reasonably be considered both necessary and desirable for
the public.
Necessary for the Proper Administration of the City
The collection of PI via surveillance cameras was deemed necessary for the proper
administration of the City by Cambridge City Council. The City, in conjunction with the Police,
determined that the cameras were necessary to address the issue of public safety in the
Downtown Core Area. There is no documentation related to the decision to conduct camera
surveillance in the City Facilities.
There is limited documentation available regarding how the determination that cameras were
necessary was made. For the Downtown Core Area cameras, it is known that the City was
reliant on police opinion, the Ambassador program, and a committee comprised of municipal
officials, business owners, and police, and that the cameras are for “public safety”.
Documentation from these committee meetings were not available for review for this PIA.
The City does not have a record of the advice, guidance, or requests made by police in regards
to setting up camera surveillance. During the PIA process, the City inquired with the Waterloo
Regional Police regarding what information was shared or advice given during these
discussions, however the police declined to provide this information.
Publicly available police statistics for the Cambridge area does show an increase in requests for
police response to certain types of issues. It is relevant to note that these numbers do not
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specify if an investigation was opened or if charges or fines were laid. The table below outlines
the percentage change in calls between 2015 and 2019. A more detailed chart can be found at
Appendix B.
Call Category
Abandoned Vehicle

Change 2015-2019
97% decrease

Break and Enter

111% increase

By-Law Complaint

68% decrease

Graffiti

500% increase

Drugs

58% increase

Indecent Acts

300% increase

Injured/Sick Person

2039% increase

Description
Calls related to abandon vehicle decreased 86% in
2018. This drop correlates with the camera
installation. 5
Rates of B&E related calls have increased gradually
since 2017.
By-law complaints have been decreasing since
2018.
Graffiti calls have increased each year since 2015,
with the exception of 2018, in which there was 92%
drop. This drop correlates with the camera
installation.
With the exception of a small drop in 2017, call
related to drugs have increased.
Although the change between 2015 and 2018
shows an increase, in 2017 there was a 20%
decrease followed by a 75% decrease in 2018. This
drop correlates with the camera installation.
In 2018 there was 3% decrease in calls related to
the injured or sick persons, but an increase in all
other years since 2015.

Through the publicly available statistics we can determine there was a rise in some categories
of calls made to police which may have contributed to the decision to implement surveillance
cameras.
Although there may be a strong case for the necessity of the camera, the lack of documentation
may limit the ability for a fulsome discussion related to the necessity of these surveillance
cameras. By extension, this may cast doubt on the City’s adherence to section 28(2) of MFIPPA.
This lack of certainty and transparency represents a high risk to the City. There is a risk that the
City is offside section 28(2) of MFIPPA. This has been logged as risk 5 in section 7.
5.2. Contracts and Agreements
In the course of conducting this analysis, one surveillance camera related agreement was
located. This System Service and Maintenance Agreement is between Alliance Technology
Services Inc (“Alliance”) and the City. It is unknown as to whether the City entered into a
contractual relationship with any of the other surveillance camera service providers (e.g.

It is relevant to note that while the drops in calls to police may correlate with the increase camera surveillance
there is no available documentation or information that proves causality.

5
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Symphony or Honeywell) for the provision of services or maintenance not covered under the
Alliance Technology Services Contract.
This represents a risk to City, as there may be unknown contractual relationships with unknown
parties. Additionally, the privacy and security considerations present within the missing
contracts cannot be reviewed for compliance with law and existing City policy. This has been
logged as risk 7 in section 7.
Alliance System Service and Maintenance Agreement (“Alliance Agreement”)
This Agreement was in force between July 2, 2019 and June 30, 2020. It is unknown as to
whether the terms were extended either by replacement or amendment to the Agreement.
The Agreement outlines the roles and responsibilities of Alliance and the City. This includes a
section related to the confidentiality of any information Alliance may have access to in the
course of their duties:

It is not known which camera systems are covered under this agreement. The expiry and the
unknown scope of the Agreement has been logged as risk 6 in section 7.
Staff Agreements
At the time of drafting, there is no staff confidentiality agreement or pledge of confidentiality
signed by City employees. The City’s Freedom of Information Office and Privacy Officer (the City
Clerk) are currently working with the City’s legal department to create and implement a
Confidentiality Agreement to be signed by all staff.
The current lack of confidentiality agreement has been logged as risk 8 in section 7.
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5.3. Dataflow and Legislative Authority
This section will review in detail the legislative authority for the actions undertaken by the City
in connection to the surveillance camera program. A dataflow diagram and description chart
can be found below.

#
Description
1a PI is collected from the
1b individual as they come
into range of a camera in
the Downtown area or a
City Facility. A Notice of
camera surveillance is
posted.

Purpose
PI is collected by the City
to ensure to ensure the
safety of the residents
and visitors; deter unsafe
activities; deter loitering
on municipal streets and
around public
buildings; and contribute
to the Cambridge Core
Area revitalization.
2a The PI is used by City
As above, the purpose is
2b employees to monitor for to ensure the safety of
the purposes of public
residents, visitors and
safety.
staff. The PI was collected
by the City for the
purpose of ensuring
Note: Only some
safety, the use of the PI is
cameras have live
monitoring by an on-duty consistent with this
collection.
security staff.

Legislative Authority
MFIPPA s. 28(2)
MA s. 11
MFIPPA s. 29(2)

MFIPPA s. 31(c)
An institution shall not use personal
information except for a purpose for
which the information may be
disclosed to the institution under
section 32 (…) of FIPPA
FIPPA s. 32(c)
An institution shall not disclose
personal information except for the
purpose for which it was obtained or
compiled or for a consistent purpose;
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3a Surveillance camera
3b recordings that have not
been used/accessed by
Police or an individual
will be retained for 14-30
days.
Camera recordings that
have been used/accessed
will be retained in a
separate secure location
and retained for at least
1 year.
4

An Individual may make a
request to the City for
access to surveillance
camera footage. The City
may collect PI about the
requestor to fulfil the
request.

5

The City may disclose PI
when requested by the
Police.
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In accordance with the
Act, PI that has been used
will be retained for one
year to permit the
individual time to make a
request, and to ensure
that data is not held
indefinitely.

MFIPPA s. 30(1)(4)
O.Reg 124/15, S. 5

An individual has the right
to request access to
information held about
them by an Institution
under MFIPPA. The City
may be required to collect
PI from the requestor to
fulfil the request.
The City may disclose PI
to the Police for the
purposes of aiding an
investigation or, if there is
a reasonable belief that
an offense has been
committed.

MFIPPA s. 4(1)
MFIPPA 36(1)
MFIPPA s. 28(2)

MFIPPA s. 32(g)

6. Privacy Principles
6.1. Principle 1 – Accountability
An organization is responsible for the personal information under its control and shall
designate an individual or individuals who are accountable for the organization’s compliance.
Organizations shall implement policies and practices to give effect to the principles.
The City has a designated Privacy Officer who is accountable for the organization’s compliance
with applicable privacy legislation, the 10 fair information principles, and City policy and
procedure.
While the City does have a standard Privacy Policy (see Appendix E), this Policy does not include
reference to the ability of an individual to make a compliant to the privacy officer, nor does it
provide the contact information for the privacy officer or the Ontario Information and Privacy
Commissioner’s office. This has been logged as risk 9 in Section 7 as it represents noncompliance with best practice.
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It is relevant to note that though the Privacy Policy does not list the required information, the
signs posted publicly to notify individuals of the surveillance does include the contact
information for the City Clerks Office.
As the City works to develop its privacy management program in respect to is surveillance
cameras, it is recommended that the following be created to adhere to best practice:
•
•
•
•
•

Individual Access (Access to Information Request) Policy and Procedure
Employee Appropriate Use and Access Policy
Records Correction Policy and Procedure
Complaint Policy and Procedure
Privacy training

6.2. Principle 2 – Identifying Purposes
Identifying the purposes for which personal information is collected at or before the time of
collection allows organizations to determine the information, they need to collect to fulfil
these purposes. Depending upon the way in which the information is collected, this can be
done orally or in writing.
The City’s surveillance cameras collect PI from individuals. Pursuant to section 29(2) of MFIPPA,
the City is required to give individuals notice of this collection.
Notice to individual
(2) If personal information is collected on behalf of an institution, the head shall inform
the individual to whom the information relates of,
1. the legal authority for the collection;
(b) the principal purpose or purposes for which the personal information is
intended to be used; and
(c) the title, business address and business telephone number of an officer or
employee of the institution who can answer the individual’s questions about
the collection
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The posted Notice (below) fulfils the above requirements, as it includes the legal authority for
collection (MFIPPA), the purpose for collection (promotion of safety), and where to go in the
event of questions or concerns (the City Clerk’s office).

6.3. Principle 3 – Consent
Consent is typically required for the collection of personal information and the subsequent use
or disclosure of this information. Typically, an organization will seek consent for the use or
disclosure of the information at the time of collection. In certain circumstances, consent is not
required.
Consent is not available as a source of authority for the collection of personal information
under MFIPPA.
Section 31(1) of MFIPPA limits how PI may be used once it has been lawfully collected, in this
case, under section 28(2) of the Act. As a general rule, the Act prohibit the use of PI unless 1)
the institution obtains consent from the individual or 2) the personal information is used for the
purpose for which it was obtained or compiled, or for a consistent purpose.
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A “consistent purpose” is defined in section 33 of MFIPPA as a use of personal information that
the individual might reasonably have expected at the time of collection.
In the context of the City’s camera surveillance, this means that the City may only use personal
information collected by surveillance cameras for the purpose of the surveillance program or
for a consistent purpose. This is supported by the Surveillance Cameras in the Downtown core
Areas Policy which states:
The objectives of video surveillance systems are to ensure the safety of the residents
and visitors; deter unsafe activities; deter loitering on municipal streets and around
public buildings; and contribute to the Cambridge Core Area revitalization.
And
Use of video recordings - The information collected through video surveillance is used
only for the purposes of contributing to the safe environment of the Cambridge Core
Area, deterring unsafe activities and assisting as one of the components of Cambridge
Core Area revitalization.
The Control Documents for the City Facilities uses common language surrounding the
appropriate use of camera recordings. The Documents state that:
Use of the recordings is limited to post-incident evidentiary purposes but the Manager
of Technology Services Support or other Tech Services staff designated by the Manager
of Technology Services may view the recordings at the request of the Corporate
Property Manager as needed for support purposes. 6
The use described above is consistent with the purpose for collection of the PI, namely, the
promotion of safety.
Furthermore, it is specifically stated within the Control Documents that recordings are not to be
used for the purposes of employee evaluation:
It is understood that should an image of city employees appear on the monitor the
information will not be used for the purposes of employee evaluation, for discipline or
to investigate public complaints concerning staff. This statement does not extend to any
evidence of criminal acts or acts with malicious intent by staff members captured by the
surveillance system. This provision applies to contract staff as well as to city employees.7
Although consent for the initial collection of PI is not required, the City has the legal authority
to collect the information and use it for a consistent purpose.

6
7

Civic Square Control Document, page 5
Civic Square Control Document, page 5
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6.4. Principle 4 – Limiting Collection
The collection of personal information shall be limited to that which is necessary for the
purposes identified by the organization. Information shall be collected by fair and lawful
means. Both the amount and the type of information collected shall be limited to that which is
necessary to fulfil the purposes identified.
In accordance with the limiting collection principle the City has made the following decisions
regarding the surveillance cameras in the Downtown Core. The Downtown core cameras are:
•
•
•
•

Stationary and point at public areas;
Located of property owned by the city or the region;
Restricted to prohibit the viewing of locations not intended to be monitored (e.g., staff
offices), and
Prevented from looking through windows or areas where higher levels of privacy are
expected (e.g., public washrooms).

In some City Facilities the cameras have the technical capability to swivel, pan, and zoom. For
other City Facilities their incomplete information on the camera systems and capabilities. There
is no standard policy governing the use of the camera movement capabilities. This, coupled
with the incomplete information surrounding the technical capabilities of the cameras presents
a risk of over collection of PI. This potential over collection has been logged as risk 10 in section
7.
It is relevant to note that the Downtown Core and City Facilities cameras do not have the
capability to capture or record audio or other sensory information (e.g., heat).
6.5. Principle 5 – Limiting use, Disclosure, and Retention
Personal information shall not be used or disclosed for purposes other than those for which it
was collected, except with the consent of the individual or as required by law. Personal
information shall be retained only as long as necessary for the fulfilment of those purposes.
Organizations using personal information for a new purpose shall document this purpose
Limiting Use
As discussed above in Principle 3 – Consent, the City may only use personal information
collected by surveillance cameras for the purpose of the surveillance program or for a
consistent purpose.
Limiting Disclosure
The City does not disclose a recording of an individual except as permitted through MFIPPA. As
per the Surveillance in the Downtown Core Area Policy, the City will disclose PI collected
through surveillance cameras in the following situations:
1. Public requests for disclosure - Any person may make a written request for access
to video records created through a video surveillance system through the freedom
of information process. Access may depend on whether there is a justified invasion
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of another individual’s privacy and whether any exempt information can be
reasonably severed from the record. (Through appropriate request form)
2. Internal requests for disclosure – City employees or consultants may request a copy
of a video recording if it is necessary for the performance of their duties in the
discharge of the corporation’s function.
3. Law enforcement requests - The City may disclose a copy of a video recording to a
law enforcement agency where there are reasonable grounds to believe that an
unlawful activity has occurred and has been captured by the video surveillance
system in accordance with section 32. (g) of MFIPPA.(through appropriate request
form)
There is a request form for both public (individual) requests, as well as law enforcement
requests. These forms have been appended to this PIA as Appendix C and D
Limiting Retention
Under the City’s Surveillance in the Downtown Core Area Policy, a distinction is made between
the retention of recordings that have been accessed via a public or law enforcement request,
and recordings that have not. The Policy states that recordings that have not been accessed are
considered transitory:
Video that has not been requested by the public, City employees or law enforcement
agencies within the maximum retention period is considered transitory and is
automatically erased by being overwritten.
These transitory records are held for 30 days until they are overwritten.
Images are recorded on digital video servers with a storage area network (SAN) located
in the server room. Recordings are retained for one month (30 days) or until storage
capacity is reached. The data is then overwritten (…)
Recordings may be retained for a longer period of time for the purposes of insurance,
liability, law enforcement or other similar issues
Regarding recordings that have been accessed, in accordance with section 30(1) of the Act, and
section 5 of O. Reg 823 PI will be retained for one year:
An institution that uses personal information shall retain it for the shorter of one year
after use or the period set out in a by-law or resolution made by the institution or made
by another institution affecting the institution, except if,
(a) the individual to whom the information relates consents to its earlier disposal;
or
(b) the information is credit or debit card payment data. O. Reg. 124/15, s. 1.
The above legislative requirement is codified within the City’s Surveillance in the Downtown
Core Area Policy which states that:
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In cases where the surveillance system records activities that relate to an insurance,
liability, law enforcement or other similar issue, the appropriate section of the recording
will be copied to suitable media and stored in a separate secure location for a period of
no less than one (1) year or a longer appropriate length of time.
The Control Documents also include reference to the limiting of data retention. The Control
Documents state that:
In cases where the surveillance system records activities that relate to an insurance,
liability, law enforcement or other relevant issue, the appropriate section of the
recording will be copied to suitable media and stored in a separate secure location for a
period of no less than one (1) year or for the period determined by its secondary use.
As discussed above, it is recommended that the City create a standard surveillance camera
policy which applies to all surveillance camera in the City.
6.6. Principle 6 – Accuracy
Personal information must be as accurate, complete, and up-to-date as is necessary for the
purposes for which it is to be used. The extent to which personal information shall be
accurate, complete, and up-to-date will depend upon the use of the information, taking into
account the interests of the individual.
The PI collected through the surveillance cameras is not used by the City to make decisions on
behalf of the individual, and unless requested by law enforcement or the individual the
recordings are not retained. Information collected through the surveillance cameras do not
form and are not included within any other records about the individual held by the City.
Though it is technologically possible for recorded footage to be altered the City does not have
the capacity or technology to alter video recordings.
6.7. Principle 7 – Safeguards
Personal information shall be protected by security safeguards appropriate to the sensitivity
of the information. The security safeguards shall protect personal information against loss or
theft, as well as unauthorized access, disclosure, copying, use, or modification. Organizations
shall protect personal information regardless of the format in which it is held.
As discussed above under Principle 5 the Surveillance in the Downtown Core Area Policy, limited
discloser of PI collected through surveillance cameras to the following situations:
1. Public requests for disclosure
2. Internal requests for disclosure.
3. Law enforcement requests
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In order to safeguard PI contained within the recordings, the Control Documents for the various
City facilities require that a log be kept of all access and disclosure of records. This requirement
is also present within the Surveillance Cameras in the Downtown Core Areas Policy.
Additionally, as described in section 4.1 of this PIA, there are policy and administrative
restrictions on what role may access the recordings and for what purpose.
Given that each Control Document is different, there is no standardized approach or guidance
on which roles may access the recordings. This lack of standardization presents a risk to the
City, and has been logged under risk 1, 2, and 4 in section 7.
6.8. Principle 8 – Openness
An organization shall make readily available to individuals’ specific information about its
policies and practices relating to the management of personal information. Organizations
shall be open about their policies and practices with respect to the management of personal
information. Individuals shall be able to acquire information about an organization’s policies
and practices without unreasonable effort. This information shall be made available in a form
that is generally understandable.
As referenced above, a Notice is posted throughout the areas in which camera surveillance is
utilized. This Notice includes the contact information of the City Clerk, who is the key contact in
the event of questions relating the surveillance cameras.
The Surveillance in the Downtown Core Area Policy is available on the City’s public facing
website. The Policy is located within the page describing the Core Area cameras, and includes a
list and map of camera locations. The website invites individuals with questions to contact the
Economic Development division, and provides a link to their contact form.
Though the public facing website provides a great deal of information on the Downtown Core
Area Cameras, there is no information pertaining to the surveillance cameras located within
City Facilities.
The public facing website does not have privacy specific page, however, the Freedom of
Information page does provide some information on the protection of privacy:
“In addition to providing individuals with access to municipal records, the Act also
requires the City of Cambridge to protect the personal privacy of individuals. Personal
information is collected and used by the City for very specific purposes, which are
identified at the time of collection. Your personal information will not be used for any
other purpose than identified at the time of collection, nor disclosed in any
circumstance, except as permitted by the Act. If you feel your personal information has
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been misused or disclosed in a manner that is not consistent with the Act, please
contact the City Clerk’s Office” 8
This section provides some information on the protection of privacy and includes information
on where and how to make a privacy complaint, however the City’s Privacy Policy is not posted
on the website nor is the contact information for the Privacy Officer (City Clerk) easily
accessible. This has been logged as risk 11 in section 7.
6.9. Principle 9 – Individual Access
Upon request, an individual must be informed of the existence, use and disclosure of his or her
personal information and must be given access to that information. An individual must be
able to challenge the accuracy and completeness of the information and have it amended as
appropriate.
Individuals are able to request access to the information (recordings) collected about them via
the surveillance camera system. While there is no formal policy or procedure (as has been
mentioned above and logged as risk 4 in section 7) there is an existing form in which individuals
can make their requests.
To make a request, the individual must complete the form (see Appendix C) and provide
enough information for the FOI Coordinator to fulfil the request. Recordings of individuals are
not included within other records held by the City, and therefore must specifically be requested
on the form (e.g.; a request for “all information held about me by the city” would not return
camera recordings unless specifically requested).

8

https://www.cambridge.ca/en/your-city/Freedom-of-Information.aspx
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As noted on the City’s website:
As per the provisions of MFIPPA, the has thirty (30) calendar days (including weekends
and statutory holidays) from the date a completed FOI request has been received with
the applicable fee, to provide the information to the requester and/or a decision
regarding the request.
There are circumstances where the Office of the Clerk may require an extension. If an
extension is required, the Clerk will notify you in writing.
The website also details the estimated fees associated with a request. The City fee estimate’s
algin with the fee estimates as included section 5.2 of O Reg 825:

Regarding the right to challenge the accuracy and completeness of the information, in the case
of camera recordings which cannot be altered by the City, the request for correction cannot be
granted.
6.10.
Principle 10 – Challenging Compliance
An individual has the right to be able to address a challenge concerning compliance with the
above to the designated individual or individuals with regard to the organization’s
compliance. Organizations shall inform individuals who make inquiries or lodge complaints of
the existence of relevant complaint procedures. An organization shall investigate all
complaints. If a complaint is found to be justified, the organization shall take appropriate
measures, including, if necessary, amending its policies and practices.
As noted above, the public facing website includes a statement on where to make a privacy
complaint. The website states: “If you feel your personal information has been misused or
disclosed in a manner that is not consistent with the Act, please contact the City Clerk’s
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Office.” 9The website does not appear to include the contact information of the City Clerk, or
reference to the Information and Privacy Commissioner. This gap in information has been
logged as risk 11 in section7. It is recommended that the City include the contact information
for both the City Clerk and the Information and Privacy Commissioner on their public facing
website.

9

https://www.cambridge.ca/en/your-city/Freedom-of-Information.aspx
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7. Risk Assessment
In this assessment, 11 privacy risks were identified. Please note that for the purposes of this
assessment, a gap in compliance with applicable laws, regulations, policies, or contracts will be referred
to as a risk.

Status
Inactive
Pending
Initiated
Complete

Description
The Risk is not active and does not require action at this time
The Risk is considered active and the identified mitigation(s) is pending
The Risk is considered active and the identified mitigation(s) has been initiated.
The Risk is considered active and the identified mitigation(s) has been completed.
Mitigation Strategy

1

It is unknown as to whether
the Policies Governing the
Use Of Video Surveillance
Equipment in City Of
Cambridge Workplaces
document has been
reviewed or updated since
2004.

M H

It is unknown as to whether
the Control Documents for
each City Facility are
reviewed every two years as
stated in the Policies
Governing the Use Of Video
Surveillance Equipment in
City Of Cambridge
Workplaces document.

M H

Impact

Privacy Risk / Threat
Likelihood

#

2

High
Very High
High
Very High

Status

Risk Level After
Mitigation

Low
Medium
High

Pending

L

Pending

L

Risk Level

Impact

Risk Reference Table
Likelihood
Low
Medium
Very Low
Low
Low
Medium
Very Low
High

H It is recommended that the City
enact a standard Surveillance
Camera Policy, the use of camera
surveillance to replace this Policy,
the Downtown Core Area Policy
and various Control Documents.
A standardized approach will help
ensure there is compliance with
law and policy in the use of
camera surveillance and access
requests for recordings.
H It is recommended that the City
enact a standard Surveillance
Camera Policy, the use of camera
surveillance to replace the various
existing policies and Control
Documents.
This policy should include a
standard audit and review
schedule and procedure.
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3

4

5

6

7

8

There is missing information
on the systems used and the
technical capabilities for a
number of the City Facilities.
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Initiated

L

Pending

L

There is a risk that the City is
offside section 28(2) of
MFIPPA, as there is limited
information available on
The FOI office has been working
how and why the decision to
towards this goal however has met
implement surveillance
significant roadblocks.
cameras was made.
The Alliance Agreement
M M M Should the City wise to continue
(section 5.2 of this PIA)
their relationship with Alliance, it
expired on June 30, 2020.
is recommended they review and
renew the signed Agreement.

Initiated

VL

Pending

L

It is unknown if the City has
entered into other
Agreements for the
purchasing, use,
maintenance or other
considerations related to
camera surveillance.

Initiated

L

Initiated

VL

The City does not currently
have an Individual Access
Policy (however there is an
Access request form) or an
Employee Acceptable Use
Policy which governs the PI
under its custody or control.

There is currently no staff
confidentiality agreements
or pledge of confidentiality
signed by City employees.

M M M The camera system information
and technical capabilities of each
camera system should be
documented in a single document.
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H

H

The FOI office is currently in the
progress of compiling this
information.
H It is recommended that the City
enact a standard Surveillance
Camera Policy, which includes
guidance on how the system and
recordings are accessed and by
whom.

It is further recommended that the
City consider implementing am
Acceptable Use policy for all PI
(not just camera recordings).
H M H It is recommended that the City
compile this information.

H

H

H It is recommended that the City
compile this information and work
towards a contract management
system/process.

The FOI office has been working
towards this goal however has met
significant roadblocks.
M H M It is recommended that the City
create and implement a
Confidentiality Agreement to be
signed by staff, in keeping with
best practice.

Report 21-176 (CRS)

Appendix B

Pg. 1/40

This agreement will ensure that
staff are fully aware of their
responsibilities when handling PI.
9

The City’s current privacy
policy does not include the
following information:
• Individual’s right to
make a complaint
• Contact information for
the Privacy Officer
• How to make a
complaint to the Privacy
Officer
• Contact information for
the IPC
10 There is no standard policy
governing the use of the
camera movement
capabilities. This, coupled
with the incomplete
information surrounding the
technical capabilities of the
cameras presents a risk of
over collection of PI.
11 City’s Privacy Policy is not
posted on the website nor is
the contact information for
the Privacy Officer (City
Clerk) easily accessible.

Work on this document has begun.
M H M It is recommended that the City
Pending
update its Privacy Policy to adhere
to best practice principles.

H

H

M H

VL

H It is recommended that the City
enact a standard Surveillance
Camera Policy, which includes
guidance on how the movement
capabilities of cameras can be
used, in what situation, and by
whom.

Pending

L

M It is recommended that the City
add the Privacy Policy to the
website, and include the contact
information for the Privacy Officer
or their office.

Pending

VL

8. Recommendations
Based on the results of the risk analysis, a number of recommendations have been developed to
mitigate identified privacy risks, close any compliance gaps, and reduce to overall level of residual risk to
an acceptable level. In addition, each recommendation has been assigned a Priority, to guide in the
development of a Risk Treatment Plan.
Recommendation
Compile information related to how and why the decision to
implement surveillance cameras was made.
It is recommended that the City enact a standard Surveillance
Camera Policy, the use of camera surveillance. Policy should
include:

Risks
Mitigated
5

Residual Priority
Risk
Low
Medium

1, 2, 4, 10

Low

High
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Policy review schedule
Access audit schedule
Access permissions
Acceptable use of recordings
How movement capabilities of cameras can be used, in
what situation, and by whom.
Compile information regarding any contracts or agreements that
the City has entered into in relation to camera surveillance
The camera system information and technical capabilities of each
camera system should be documented in a single document.
It is recommended that the City create and implement the
following additional privacy considerations:
• Records Correction Policy and Procedure
• Complaints Policy and Procedure
• Privacy training for all City staff
Consider implementing am Acceptable Use Policy for all PI (not just
camera recordings).
Create and implement a Confidentiality Agreement to be signed by
staff, in keeping with best practice.
Update the City Privacy Policy to include:
• Individual’s right to make a complaint
• Contact information for the Privacy Officer
• How to make a complaint to the Privacy Officer
• Contact information for the IPC
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•
•
•
•
•

7

High

3

Very
Low
Low

General

Low

Medium

4

Low

Medium

8

Very
Low
Very
Low

Medium

Very
Low
Very
Low
Low

Medium

9

Post the City’s Privacy Policy on the public facing website, and
include the contact information for the Privacy Officer and the IPC.
Update or renew the Agreement with Alliance

11

If feasible, consider consolidating camera systems across the City
and creating an electronic access log for recorded footage.

General

6

High

Medium

Low
Very
Low
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Appendix A – Risk Rating Methodology
This appendix describes how the risk ratings in this assessment were determined.
Likelihood

Risk Reference Table

Very High

Medium

Medium

High

Very High

Very High

High

Low

Medium

Medium

High

Very High

Medium

Low

Low

Medium

Medium

High

Low

Very Low

Low

Low

Medium

Medium

Very Low

Very Low

Very Low

Low

Low

Medium

Impact

Very Low

Low

Medium

High

Very High

Definitions for Impact ratings are as follows:
•

Very High: There would be exceptionally grave consequences if the risk were to occur

•

High: There would be very serious consequences if the risk were to occur

•

Medium: There would be significant consequences if the risk were to occur

•

Low: There would be low - marginal consequences if the risk were to occur

•

Very Low: The consequences would be negligible if this risk to occur

Definitions for Likelihood ratings are as follows:
•

Very High: This risk to privacy will almost certainly occur

•

High: There is a very good chance that the risk to privacy will occur, particularly if there is a history of it having
frequently occurred in this or similar environments

•

Medium: There is a good chance that the risk to privacy will occur, particularly if there is a history of it having
previously occurred in this or similar environments

•

Low: It is very unlikely that this risk to Privacy will occur

•

Very Low: This risk to privacy will almost certainly not occur

Report 21-176 (CRS)

Appendix B

Pg. 1/40

Appendix B – Publicly Available Police Generated Statistics
The following information relates to the type or category of call in which the police were contacted. This
information does not denote whether a crime was committed, and investigation was opened, or charges laid.
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Appendix C – Individual Access Request Form Continued
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Appendix D – Police Access Request Form
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